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ABSTRACT 

This paper discusses the hardware and software of a robot-assisted vehicle inspection system – describing, among other 
things, the inverse-kinematics and special trajectory and “corridor” control needs of the application, plus the 
coordination of mobile base and robotic arm control.  Typical target vehicles are illustrated and task sequencing 
presented which drives a high level of surveillance and analysis coverage of the vehicle.  There are many activities going 
on all at once during the surveillance sweep of a vehicle, all of which must be and are easily accessible for control and 
monitoring from a simple uncluttered operational console and dashboard. 
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1. INTRODUCTION 

The U.S. Army Research, Development and Engineering Command (RDECOM) in organizing to meet the needs of 
asymmetrical warfare as well as symmetrical warfare, has three major objectives¹, paraphrased here as  
 

·  Deploy much quicker 
·  Integrate all technology that we have (in the command) 
·  Exploit technological opportunities much quicker 

 
RDECOM’s Agile Integration Demonstration and Experimentation (AIDE) organization deploys Science and 
Technology Assistance Teams (STAT) in the theater of operations as liaisons between the Combatant Commands and 
the Army labs and development centers.  RDECOM Field Assistance in Science and Technology (FAST) teams are 
assigned to Combatant Commands to “keep the scientists and engineers in RDECOM informed and orchestrate quick 
responses to the warfighters needs”. 
 
RDECOM “also has numerous scientists, engineers and contractor personnel deployed in the theatre of operations who 
are working side by side with soldiers to maintain and operate equipment employing new technologies”. 
 
Key to achieving RDECOM’s short and long-term objectives is sorting out and moving on those technologies that can 
make significant impacts in the field now and in the near term, verses those that would fall more into the category of 
future warfare technologies (not necessarily an either/or distinction). 
 
With this as background, let us look at the technologies of robotic vehicle inspections as they might be applied in the 
theatre of operations in Iraq or elsewhere.  Vehicle inspections utilizing robotic systems are the subject of ongoing 
research and development efforts within the Tank Automotive Research, Development and Engineering Center 
(TARDEC) headquartered in Warren, Michigan. 
 
First, we should recognize that nothing happens in a vacuum in a local deployment environment.  Hostile combatants 
can and will be encountered anywhere, anytime.  Force and civilian protection must be part of any checkpoint or other 
vehicle inspection station deployed.  Moreover, the sensors, data and communications and control techniques for the 
vehicle inspections themselves are but a small slice of the continuum of all surveillance and situation awareness that is 



 
 

 
 

deployed in many ways in many situations and at many times throughout any typical 24-hour period in a locality.  In 
addition, the same or similar thermal detection or explosives detection or video detection sensors and technology and 
data fusion that will be useful in vehicle inspections can also be quite useful in detecting explosive belts on combatants, 
or personnel or weapons or personnel behind walls, or suspicious behaviors of locals.  Face recognition “takes” of 
drivers and passengers that are instantaneously transmitted to a regional command center for database matching and 
recording are the very same technologies that can be useful in neighborhood sweeps or in just general area surveillance.   
 
The message here is two-fold; (1) robot-assisted vehicle inspections will deploy many of the same technologies (or 
variations thereof) that are currently being deployed elsewhere in theatre operations, so that these activities are not all 
new and don’t necessarily involve whole new technology learning curves among the deployed forces, and (2) robot-
assisted vehicle inspection missions will benefit from pulling real-time intelligence from the broader awareness grid, 
when available, as well as act as an excellent source of real-time information back to the local and broader awareness 
grids. 

 

 

 

 

 

 

 

Fig. 1. Vehicle checkpoint patrol, Ramadi.  U.S. Marine Corps Lance Cpls. Brandon R. Musser (left) and William A. 
Staley, both from Lima Company, 3rd Battalion, 8th Marine Regiment, interact with Iraqi civilians (not shown) as their 
vehicles are searched during a vehicle checkpoint patrol in the city of Ramadi, Iraq. The objective of the patrol is to 
deny insurgents the ability to freely move throughout the city of Ramadi. U.S. Marine Corps photo by Cpl. Joseph 
DiGirolamo 

 



 
 

 
 

 

Fig. 2. Security check, Green Zone, Baghdad 
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By Kim Gamel - The Associated Press 
Posted : Wednesday Jan 30, 2008 12:03:22 EST 

 

BAGHDAD — A bomb exploded at a checkpoint Tuesday in Baghdad, wounding five American soldiers and 

three civilians, the U.S. military said. Iraqi officials claimed it was a suicide bombing and said two people were 

killed. 

The attack occurred just after noon as women were being searched before being allowed to enter a commercial 

street in the predominantly Sunni Amariyah neighborhood in southwest Baghdad, according to a local police 

official and an Iraqi army officer. 

Navy Cmdr. Scott Rye, a U.S. military spokesman, said initial reporting indicated it was not a suicide attack but a 

bomb that was left at the checkpoint and later detonated. 

 



 
 

 
 

2. THE VEHICLE INSPECTION PROCESS 

2.1 Alternative approaches to technology-assisted vehicle inspections 

There are five categories or levels of the use of technology in technology-assisted vehicle inspections that would be 
helpful in contrasting major alternatives open to us in employing robots in vehicle inspections 

2.1.1 “Standard” technology 

The “standard” approach to a technology-assisted vehicle inspection at U.S. border posts or other homeland security 
checkpoints has up to now been one or more human inspectors, with hand-held mirrors-on-a-stick, chemical sensors, 
infrared detectors, mobile under-vehicle cameras, etc., looking for hidden contraband in vehicles.  These are very much 
traditional ways to incorporate individual technologies that provide an incremental, but important improvement to the 
efficiency and/or effectiveness of the inspections. 

2.1.2 Add-on robot / inspection assessment and control teams 

In a combat zone, proposed scenarios have generally revolved around deploying additional trained personnel at 
checkpoints for the purpose of operating mobile robot arms equipped with video cameras and/or sensors that can inspect 
under, inside and all around the vehicle, while other personnel process the driver and passengers. 

2.1.3 No teams 

In this variation of the generally proposed scenarios, current inspection personnel would use simple robot devices they 
operate themselves to augment their inspections, providing some level of incremental value to inspections, much like the 
Standard technology approach to technology currently practiced in U.S. border posts as in 2.1.1 above. 

2.1.4 Remote teams 

This is a variation on add-on team (2.1.2) robot-assisted inspections whereby the robots deployed at a checkpoint 
inspection are totally controlled at a field or further remote facility, much like Predator UAV’s are controlled in 
surveillance and combat situations, with remote inspection engineers performing these inspections on behalf of local 
squads and commanders, all day every day.  Safety at inspection sites will be significantly enhanced, as local combat 
personnel will stand-off from the vehicle, working with drivers and passengers, while the robot teams go to work.  The 
robot teams will hone their tools, sensors, skills, and electro-magnetic and other counter-measures to the point that such 
inspections will achieve the highest degree of effectiveness and efficiency.  Casualties will be reduced.  Effectiveness 
will increase.  Throughput will increase.  Only when remotely serviced teams of robots can prove their effectiveness and 
efficiency over locally controlled robot inspections, will such operations accede from local to remote service and control. 

2.1.5 Fully automated robot inspections 

This is a future combat scenario which could well be a natural and inevitable outcome of the success of add-on team 
(2.1.2) and remote team (2.1.4) robot-assisted vehicle inspections.  Fully automated robot systems are systems that can 
inspect a vehicle much like a car wash can wash a car or a factory robot system can build a car.  This tightly managed 
and coordinated team of robots will perform all external and internal inspections of a vehicle totally on their own; (1) 
conforming their inspection to the unique vehicle before them, (2) gathering and evaluating every data point, (3) 
managing their own progress and (4) reporting their completed inspection results to the inspection team, the local 
commander and to regional command.  Such robot inspection teams-of-robots could certainly be monitored if and as 
needed or appropriate by remote stations – and could switch operational control to the local inspection team or to remote 
stations whenever expedient or required by circumstances. 

 

3. LET’S STEP THROUGH A ROBOT-ASSISTED VEHICLE INSPECTION  

3.1 Staging 

Vehicle approaches through a serpentine “deceleration zone”, stops at assigned position and EM jamming is verified as 
on. 



 
 

 
 

3.2 Vehicle is readied by driver 

All doors, hatches, trunk, hood, glove compartment, and containers opened. 

3.3 The driver and passengers move away from the vehicle to behind barriers, passing on the way through a 
detection area for explosives 

After searching the vehicle’s occupants, inspectors enter all header data about vehicle, driver and passengers via PDA.  
Photos (s) are taken unobtrusively of the vehicle, the driver and any passengers from nearby cameras and stored on a 
network server with the inspection number associated with the images.  Face recognition processing is performed on the 
driver’s and passengers’ images and recorded in the theater of operations everyone-everyevent database – with any 
matches to past or current alert situations routed immediately to the inspection console. 

3.4 Full vehicle sensor scans 

Electro-magnetic (EM), thermal and acoustic scans are taken of the vehicle (using anywhere from hand-held sensors to 
vehicle on track which moves through sensors) – and with other sensors, as appropriate – offloaded for immediate 
analysis – the results reported to the vehicle inspection dashboard. 

3.5 The robot team goes to work 

Working from the inspection console, all robot activity is directed and conducted by the inspectors. Full surface acoustic, 
chemical, and visual scans are undertaken – under the body, over the outer body and in all areas of all cavities of the 
vehicle.  The range, sensitivity and overall effectiveness of sensors selected and tested will determine how long and how 
intricate (or simple) these scans need to be.   

 
Note:  Within the DoD, a list of the contraband-objects of vehicle searches must be maintained and best practices in the 
use of sensors catalogued and tested in a continuous quality improvement effort to attain the very best detection in the 
shortest period of time.  Fortunately, automated robot-sensor devices and computer software can themselves assist in 
speeding the progression of “live” inspection-tests designed first (1) to establish baseline capabilities of robot assisted 
inspections and then, (2) to propel the inspection effectiveness curve upward as new and/or revised techniques are 
devised and explored. 
 
3.6 The dashboard collects and tracks all data and task progress 

Robot teams usually involve three inspectors, one tracking the dashboard and all data and progress of the inspection, 
while at the same time keeping an eye on all military and civilian personnel in the inspection station.  This person will 
also be on the lookout for visual and audible alerts that are signaled automatically via the dashboard by station 
personnel, sensor data analysis systems, robot-mounted detection devices or the broader local awareness grid. 

3.7 Robot console operation 

The second inspector handles the controls of one, two or three robots simultaneously.  The number of robot devices 
actively deployed in each inspection will increase over time, as each robot becomes equipped with software and sensors 
that allow them to operate more and more autonomously – following contours and exploring target areas in “standard” 
sweeps. 

3.8 Video monitoring 

The third inspector, when needed, will concentrate on the video scans of the vehicle, as well as the station video, to 
detect both micro (immediate scan target) and macro (larger picture) clues of contraband or of possible problems. 

Note: Robot-assisted vehicle inspections can be geared to the realities of how many inspection-trained personnel and 
what equipment is/are available in any given situation.  The scope and level of any given inspection is adjusted 
accordingly. 

 

 



 
 

 
 

 

 

 

 

 

 

 

 

 

Fig. 3. Inspecting the back of a pickup©    Fig. 4. Inspecting under a vehicle© 

 

 

 

3.9 Inspection continues until completion 

3.10  No alerts are generated or received in this inspection 

A great deal of planning must go into the actions-to-take when encountering a myriad of threats that can present 
themselves in the inspections themselves or at the checkpoint station overall. 

3.11  Mission accomplished (alerts or no) 

 

 

 

 

 
 

 

 

 

 
 

 

 

 

 

 

Fig. 5. Inspecting under the passenger seat©   Fig. 6. Long reach 7 DOF arm w/ vert. shaft & mobile base© 

 

 
 

  



 
 

 
 

4. REVIEWING THE SOFTWARE OF ROBOT-ASSISTED VEHICLE INSPEC TION 
STATIONS 

4.1 Console operations 

The vehicle inspection operations console (whether remote on on-site at the inspection station) provides and supports 
video monitors, robot controls and the vehicle inspection dashboard. 
 
4.1.1 Video monitors 

One monitor (or split screen) for each active robot, one with a view of the entire vehicle, one for monitoring civilian and 
military personnel on station and one for an overall view of the inspection station at large, plus individual pan and tilt 
controls for the cameras for each fixed location camera and each robot camera. 
 
4.1.2 Robot controls 

The console includes a set of controls for each robot; to control the mobile base, vertical shaft and robotic arm of the 
mobile-robot-based inspection device (or any other configuration of robot device deployed at the inspection stations).  
These controls are positioned as well for easy segue to the controls of the robot’s cameras and the other cameras on site. 

4.1.3 Vehicle inspection dashboard 

A computer display tracks data from all sub-tasks of the inspection process and portrays sub-task activities and 
completions and the overall inspection mission’s assessment and completion.  The dashboard also promulgates all alert 
situations and the actions required or recommended in all such situations, be they alerts based on inspection sensors or 
local area sensors or manually-input inspection station troop alerts or area command alerts. 
 
4.2 Kinematics 

The main purpose of kinematics software is to get the end effector of a robot arm to its target position in order to 
accomplish some task.  To do this, the software must calculate the movements required for each joint of the arm for the 
end effector to acquire that position.  This capability represents a special case of kinematics calculations called inverse 
kinematics. 
 
Kinematics software can handle other kinds of issues that present themselves when deploying robotic arms, such as the 
avoidance of collisions with known obstacles where the arm is working, or with other obstacles that are detected in real-
time, if those sensory inputs are fed back into the kinematics software engine.  Also, since there are typically a very large 
number of possible joint movement combinations that are possible in solving any specific end-effector placement task, 
kinematics software, in making the right choices, can also manage the efficient use of energy, the stresses on motors, the 
avoidance of singularities (blind control spots), the avoidance of joint limits, and the optimization of strength delivered 
to the end effector. 
 
The following is a step by step scenario demonstrating the essential relationship between the Actin™ kinematics 
software (Energid Technologies) and Smart Robots’ VisionArm™. 
 
VisionArm to Actin [Assuming Actin “knows” the current position of kinematics: VisionArm joints and gripper  

point] Provide target gripper point coordinates in 3D space. 
 
Actin Kinematics to Direction, speed and target arc-distance for each  
Motor Controller:  joint 
 
VisionArm to  Every tenth of a second provide the encoder counts 
Motor Controller:  traveled since the last data transmission for each joint 

 
Motor Controller to Renewed or revised direction, speed and remaining  
VisionArm:  arc-distance for each joint 



 
 

 
 

This sequence repeats over and over again until all joints are in the target position that Actin 
has calculated to bring the gripper point of the VisionArm to its target position. 

 
Actin also provides collision avoidances between the robots links and environmental obstacles.  If a corridor is defined 
using, say, four planes, then the arm will avoid those corridor boundaries.  Other shapes can also be used to define 
avoidance regions, including spheres, capsules, lozenges, cones, cylinders, and general polygonal surfaces.  Special 
requirements such as these and others can be easily integrated into the simple four-step loop described just above, as the 
VisionArm™ and the Actin™ software interact with one another. 
 
Another very important aspect of robot-assisted vehicle inspections is maneuvering the robot’s mobile base not only in 
position to begin a robotic arm sequence, but often to alter that position and/or orientation of the base in such a way as to 
enable the arm itself to reach around a door or a seat or an obstacle from the best possible vantage point of the arm-base 
attached to the vertical shaft and mobile base – relative to the target sweep area.  The coordination of both the arm and 
the base working together is also a function of the kinematics software engine. 
 
In addition to the Actin™ kinematics software suite available from Energid Technologies, in Cambridge, Massachusetts, 
there is another very capable suite of kinematics software available from Agile Planet, Inc., in Austin, Texas, based on 
the OSCAR kinematics software of the University of Texas. 

4.3 Vehicle inspection (mission) dashboard 

The Vehicle Inspection Dashboard pulls together and displays all real-time data, progress and alerts for each vehicle 
inspection from the moment the inspection commences until its completion.  Time-stamps are automatically generated 
by the software as each task completes. 

 

 Fig. 7. Vehicle inspection dashboard© 



 
 

 
 

4.4 Smart autonomous robot-assisted vehicle inspection activity 

Industrial robots have been known for their precision, repeatability, and often massive strength which are built-in to the 
weight and mass of these robots, usually at premium expense.  A new wave of robots has been emerging that are moving 
beyond the weight and cost and relative inflexibility of industrial robots to lightweight, flexible and adaptable devices 
that are starting to tackle tasks that heretofore the industrial robots have not been suited to tackle.  In these new 
applications, the weight and cost of industrial robots is being supplanted with “smart” sensors, electronics and software 
to achieve functionality and economic feasibility not possible until now. 
 
A few examples follow of “smart” capabilities that will be part and parcel of robot-assisted vehicle inspection systems 
straight out of the gate. 

4.4.1 Path logging 

The ability of the robotic arms to “record” their movements when directed into the interior of a vehicle by the inspector, 
and then retrace their steps automatically to retract themselves back out of the area targeted, without operator 
intervention. 

4.4.2 Cruise control 

The ability of inspection operators to target staging positions of the robot base and manipulator and have the unit 
position itself accordingly, frees up the operator to attend to other details while the robot “operates” itself. 

4.4.3 Autonomous close-area scans 

The ability of robotic arms equipped with proximity sensors to perform their own close-area-scans with their chemical 
sensor packs, coordinating their activity with (1) the scripted mission plan for contraband detection, (2) the detected 
topology of the vehicle being inspected, and (3) a real-time kinematics-based plot of where the robot arm is at all times.  
Such autonomous activity will be very localized and experimental at first, but will gain in scope and effectiveness as 
empirical data on operational performance is gathered, assessed and applied to drive ever-improving software and 
deployment techniques. 

4.4.4 Continuous procedural and technological improvement 

Improvements in the vehicle inspection process must be pursued proactively in an aggressive continuous quality 
improvement (CQI) program built into the robot-assisted vehicle inspection activity that continuously evaluates and 
drives and improves inspection procedures and technology. 
 

 

5. THE HARDWARE OF ROBOT-ASSISTED VEHICLE INSPECTION STATI ONS 

The basic top-down requirements of an effective vehicle inspection operation are that they be …. 
 

·  Portable 
·  Quick to deploy and disassemble 
·  Affordable 
·  Able to sustain high throughputs of traffic 
·  Safe for forces and civilians (force deployment, staging, countermeasures, etc.) 
·  Capable of fully  rapid and effective detection of suspect personnel, weapons, explosives, contraband 

 
It is possible that more permanent inspection stations may provide more substantive protections and inspection-
technology, as well as become routinely woven into the fabric of local communities, if traffic in and out of those 
communities are to be more closely monitored and/or controlled. 
 
Robot-assisted vehicle inspection technology is also applicable, of course, to U.S. border stations, and other port-of-
entry and secure-facility entrance-inspection operations in the U.S. 
 



 
 

 
 

The key technology component of robot-assisted inspection stations is…. 
 

·  Robot arms that is 
 

o Long reach 
o Light weight 
o Flexible (6 degrees of freedom or better) 
o Smart (able to self guide and sweep within a vehicle, under a vehicle and overtop a vehicle 

when under semi-autonomous control) 
o Able to deploy alternative configurations of sensors and cameras 
o Vertical telescoping and ground-base maneuverable 
o Fast, but not dangerous 
o Self-diagnosing 
o Easily maintained and modular for component replacement 
o Durable in extreme temperatures and conditions 
o High mean-time between failure (MTBF) 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
·  Sensor complements that can include 
 

o Thermal sensors 
o Spectral sensors 
o Chemical (sniff) sensors 
o Video cameras 
o Others 

 

 

Fig. 8. VisionArm™ by Smart Robots, Inc. 

Fig. 9. VisionArm™ 



 
 

 
 

 
·  Software routines in support of the hardware that  
 

o Permit and support direct control of all robot components as required (1) for inspector 
intervention and/or remedial operations, and (2) for the kinematics of the robot arm motions 
and coordinated mobile base movements that are all part of a rapid and effective inspection 

 
o Feed and route all data and images coming from the inspection station both to regional 

command as well as to the operating console on location 
 

o Gather, compute and organize all assessment measures for quick monitoring and continuous 
real-time rating of (1) inspection progress and (2) threat assessment, both at the vehicle itself 
and in the local area of the operation 

 
o Enable the hardware to continually diagnose itself and report out performance or outage 

issues that require attention. 
 
 

6. STAGING AREA AND PERIMETER AWARENESS AND SENSOR COVERAGE 

An important part of the checkpoint and vehicle inspection process could well be complete awareness and sensor 
coverage of both the inspection staging area and the broader perimeter of the checkpoint and all that is there (and not 
there).  Such awareness and coverage could easily be built into the mission dashboard, if the network and intelligence 
infrastructure were to exist at a level to make such a linkage useful or perhaps indispensable. 

6.1 Electro-magnetic (EM) signals 

Detecting electro-magnetic (EM) signals originating at the inspection station or in the surrounding locality 

6.2 Suspicious local behavior 

Detecting obvious and/or cloaked sustained attention from bystanders or out-of-pattern behavior or uncharacteristic 
avoidance of the immediate area by locals. 

6.3 Hostiles on the move 

Acquiring and passing along intelligence reports of hostiles detected enroute to or in the area of the inspection station 
locale. 

 

 

7. SUMMARY AND RECOMMENDATIONS 

In meeting the needs of combating insurgent tactics in Iraq and elsewhere, The Army’s Research, Development and 
Engineering Command (RDECOM) has a strategy of integrating and utilizing as much technology at it has at its disposal 
and getting it to the battlefield as quickly as can effectively be done.  The promise of robot-assisted vehicle inspections 
and other potential robot-assisted operations are such that the reach and effectiveness of combat personnel could be 
greatly extended with relatively low-cost high-return use of vision and sensor laden remote and/or robot devices.  This 
promise is best understood in light of the successes of the Predator UAV and of Swarming combat techniques in Iraq and 
Afghanistan.  The prospect of such benefits are even further understood when considering that the line between 
simulated combat and actual combat gets thinner and thinner until the two are brought together on a battlefield where the 
warriors are in constant effective touch with one another, with the enemy’s numbers, location, armaments, and activity 
and with the progression and progress of each operation.  The robot-assisted vehicle inspection program provides 
TARDEC with an opportunity to advance the closely knit technologies of vision, sensors, robots and software for the 
immediate purpose of enhancing the effectiveness and throughput of vehicle inspections in combat zones.  The 
techniques applied in melding task objectives and technology deployment options in this specific application over the 



 
 

 
 

coming 18 months might also influence how such technologies (and others) will continue to be pursued and employed to 
yet greater benefit than has already been achieved in broader combat activities. 
 
In a paper² published in the Proceedings of SPIE, Volume 6230, authors Witus, Smuda, Andrusz and Gerhart 
recommended (1) that the effectiveness of a wide variety of sensors for detecting contraband be tested and evaluated, (2) 
that their deployment via robotic arms also be tested, and (3) that operational performance metrics for robot-assisted 
vehicle inspections become well defined.  We not only whole-heartedly second those recommendations, but further 
recommend that robot-assisted vehicle inspections be pursued in actual monitored tests as well as in supporting 
simulations, to the end that in 18 months the decision to launch limited pilot implementations at DoD training and test 
facilities involving combat-experienced troops be brought to a go, no-go or close-the-gaps and go decision. 
 
Over the last several years, the DARPA challenge has been successful in organizing and propelling the advent of the 
technology of autonomously operated vehicles that can now cross over a hundred miles of terrain fully unattended.  In 
the first DARPA Challenge event held in March, 2004 there were no vehicles that crossed the finish line or even got 
very far through the route.  Nineteen short months later, 4 vehicles successfully completed the rigorous requirements of 
this technological challenge (with a 5th vehicle going the 132 mile distance, but not within the prescribed time limit).  
Driving this pace of technological advancement works.  The technologies themselves, dynamically linking developers 
and sensors and equipment and computers together for specific targeted purposes, greatly facilitate their own evolution.  
If we think that robot-assisted vehicle inspections can save lives and ultimately in themselves and through spin-offs 
make a significant contribution to security on the ground in Iraq and Afghanistan, then now is the time to take this 
technology to the threshold of implementation. 
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